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1« «, The term CcMunlcatlone Inbeytij^ence (COMZNT) designates the 

Ixifonaation aol teohnlctU! 'nai"e re^'^lng the interception and 
study of intercepted communicatianB.^ 

b« The term traf flo analyaie (T/a) designates the operations 
Involved in the study of 'tKe ' ><eai^x^^ a^ characteriatios of intezv 
espted eonmunlcations (procedure 8i|pials« message headings* oalX signs* 
sto«* U/F bearings* Radio finger Printing data* and other technical aids) 
for the purpose of obtaining information" ooncexning the organisation and 
operation of the conmunloation ayatom or netaorics on idilbh the conourdca- 
tions are paasing. 

c* The term “^^fio intelligent (T/l) ie that COHXRT shlBh is 
produced by drawing inferences or d^udti'&ia from the information obtained 
by l/a operations defined above* 

d. The tern plain text (p/T) inoludes oaenounlbatlonB of two sortet 

(1) Categoxy X » Plain-language cvimmunloaticnB passed on 

intern^ rsdio links of the country Involved* 



c.Atttirnrv ? - Plain -language and 



or ine wond«>' 

e. The term processing refers to the steps and operations perw 
formed on inteorcepted coliraw^ up to and inoluding their translation* 

It does not include the preparation of reports* appreciations* digests* 
eto** based upon the infoi^tiqa constituting the end-produot of the 
CCKIRT* T/a and t/X opwratiotti j ’^tha t is* the term does not include the 
preparation of so-oalled finished >*intelligenoe«" 



2* a* The prlnoipal dlfferenoes between 



l&FSA organiaatlcns 



and arrangements for the processing of plain-ttuct are as foUowst 



a)[ 



l is currently organised on 

a centralised funotionsi basis* that is* the structure as a whole 



1* This and the following definitions ^pply to the terms as specifically 
used in this report* 

2* This information is used (1) as a guide to effloiant intercept control 
and operation* (2) as an aid to oxyptanslysis* and (3) as a basis for 
idiat is defined in Ic* 



3. 



Is included in this category because such codes are 



available and are intended for economy* not eeozvcy* 



-TCP QIICrtET 







ao on* Within thoso Gepartmonta^ and where desirable or necee- 
B9X7, the teohnlca l operetlcoa are organlsod on a geograf^lcaX 
baelai for example ' = ^ 




l aleo performs certain 

processing funotioaa and these are the ones of immediate Intereat, 
elnca they inolxide the processing of plain<«text cojianunlcetlono* 




(2) In the case of the 1F3A COKIHT establlehment, the primaiy 
eoffiponents of the organizetlonaX structure are separated on a 
functional basis but from there on down the eeparation is on a 
geographic-area basis, Hef erring to ApperidlK 2, It Kill bo ncrted 
that the APSA CCMINT organisation is dlrlded Up into three main 
Departmental ColXeotlon (02-C)« Processln|( (P2*j})^ and f^ralua- 
tion (02-E)| under the Processing Department there are three 
divisions* the Machine Division (AFSA-22),lthe General Pi^essing 
Division (aFSA- 23)* end the Special Processing Divielon (APSA-2U), 
Only the latter two ar e of concern In connec tion with this report* 
AFSA-2U deals only with cotmaunicationa, except 

for oert^ T/a and other operaUcrui conducted ijtt AFSA-2U 2 on 
|plain-textj the detailed processing of| |pl«tn- 

text ooiinunications ie conduoted within AFSA-26, a separate 
division under thn Chief of Evaluation (APSA-OZB), a matter which 
will be dlecuseed detail presently. AFSA-23 deals with both 
encrypted and plain-language communications of all other governs 
mental AF3A-2 3 la thon subdivided on a geogra phic -area basis, 
somewhat llkel I 
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Hon9var« th*re is Vary close 



lieieon beti#een the workers In these geograohloel divislona end 
thoee In the homologoua geographioel dtvtsiaas of I 



(c) The orgentBetlonel etructujpo of the 
Indloeting the position of the plain-t«ct end o^er processlOig 



dlvlaions. Is shewn In dlafirawnatio fccra In Appendix 3x the 




(U) (a) At AFSA, plain-text processing is conduoted o n a 
decentwlised bawls. The ua-jor part of tiio nyoeesMtng nf j 
plain-language oomimmlc atlona naseed on *3 if 
llnica fCateKoyy 1), and l 



3 



Inteafnar 
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I la done under 

one division^* (AFSA-26) In the Office of Operations (AFSA-02). 



of Inter^all 



However, eome procesBlng (principally T/a and T/I) 

Iplaln-text (Category 1) is deno iilthin several 
a branch (2l*2) of the Special Processing Division 



aeotions^ ox 

(APSA^Sii) under Chief of Processing (AFSA'-02D). 



(c) Processing of 



I Category 1 and Oatogory 2 
comunlcations is done within three geographical branches (B« C» 
D) of the General Processing Division (AFSA-23) under the Chief 



i*. Tho division “is responsible for the study axjd evaluatton of Task I 



^plain-text traffic# and for the production 
intaiiigenee infonaation ocnoemlng Task 1 1 
aduatrial organisations and capabilities, and studied 



5 . 



or speoiaJJLxed 

economic and industrial organisations and capabilities# 
on armed foroes (Rear Area) aa directed. ** 

For example# AF3A-2U20 works in close collaboration with o ther aeotlctfis 
of AF5A-2U and with AFSA-26, Of Important Interest la the] 



this Information being of direct use to 
Plant Kngineering personnel of AF3A-262. Among other duties this 
section preparos general plans, requlronents, and equipment apeclflca- 
tlons for facilities of fixed Intercept stations laidsr operational 
control of AFSA. See AppenJlx h for the other sections of AFSA-2h2» 
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I 

of Proceaeing (AFSA-02D). Such I/a T/l work as Is necessaiy 
or can bo dono on thaae conanunicatlcn* is also deno Within these 
•arao branches. These branches (aFSA- 238. C, D) also process 
enozTpted oomunloations and, in fact^ processlhg of both 
encxvptad and plain^text coimunlcatlons la conducted as an 
integ rated operation - the persons who do the cjyptanalysia, T/a> 
on encrypted messages also r.ftte<7nr/ I and Category 



2. plalnotext swissages in the vicious 
InrolTad, 



languages 



(d) The organisation of the Off too of Operations in regard 
to tho processing of plain toxt is idso shoan in diagramaatio form 
in App«idlx h» 



I At afSA there is now no counterpart to this, that ie, 

there Is no central unit for "reporting,” In fact, such 
aotiritles are supposed to bo "illegal” eo far as AFSA doing 
them is concerned, j 

I 

(6) However j, very recently a, neW departure has been made* 
certain unite of AF5A-02 ax^ preparing and issuing "reports," 
with tho cognizance of the consu^wjr agencies. Of special interest 
in thle connection are the r0por|ts7 prepared in AriA-23D, which 
deals with the Asiatic Area. Tbpse reports are of use principally 
to the Sarvlcas. since they contain CQKINT applloable to Communist 

I I A Similar but smaller reporting 

operatLcai is conducted in AFSA-23C, the product of lailch is of 
special interest to CIA, If this sort of "reporting" wore extend- 
ed within AF3A-02, and especially if the "reports" prepared within 



7* Army 0*2 has several representatlTea ijorkinj vlth AF;3A-23i) personnel 
in the preparation of these reports. 
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thtt various units wera then pasaod to a Central r^^porting unit for 
the whole of AFSA-02 as directed, I am of opinion^ not only 
wsuld the efficiency of AFSA-02 operations be increased, to an 
Important degree but also the quality ttf /ths |end-|arodiu3t cwnalder- 
ably improved. Such a central reporting unit would be very advis- 
able a inoe it not only could fuse or integrate the reports prepared 
by various small reporting units in the processing saotlons and 
branches, but it could serve the Irpartant function of standard- 
tsing temlnology, format, etc. It is Imp oid^ant to emphasize this 



phase in the differe nces between [ 
Wig the p/l problem. 



lAFSA mechanics in handl- 



j on subjects of Interest 

to its consumers, Tho full-message translsMon method has been 
reserved for the very few items which can stand a lone and tell a 
good story. Only in the case of s]g^ial subjeqts\ 



I has there been any attempt p\U>llsh all available messages 

_1. .>» * .tt * »- X,.. ^ ..*1_ 



translstdchs are pub- 
cards. On the other 



tm a subject, and in these rare Jnstances the 
lished in book form rather than as individual 
hand, AFSa has always been under some pressure to issue as large 
a number of individual translations as possible. The right to 
write reports is not universally now acknowledged. In the case of 
Shipbuilding, AFSA was enjoined to restrict its efforts entirely 
to message translation 



b. There is one area o£_ 
operational differences botwB 0 n[ 



the P/l picture which 



the handling of what is called "Foreign 



i; 



presents additional 
AFSA, namely those in connection with 
ade ConimunleationB," Because of 



their very nature, foreign trade commun ications pass acrt ss the geographical 



boundaries established within both AFSA 



operating divisions 



end branches, and unless the cenEmunioatians oi coin parties to an interna- 
tional trade activity or operation are available for etudy by one rather than 
two groups of COMINT workers, much can be lost la the way of intelligence. 

For eaample, measages involving foreign-trade deals 3aay pass between Breeil 
and Ceechoalovakiai If the study of such messages is divided on a geographic- 
area basis, one study group would handle only those originating in Czeoh- 
oslovakla, although both sots of messages w wld be applicable to tho same 
foreign-trade deal. Recognising this fact, | 



J In AFSA, however, the foreign-trace prooxam 



Is split up among various branches of AFSA-23 and between APSA-23 and AFSA-26, 



Such a split i 
AFSA to follow 




inadvisable and in my opinion it would be well for 
pattern in this area of the p/l problem and sot up 
a single unit to process all foreign-trade comunlcattcns of Category 2 type. 
In this respect, you win be interested to know that AFSA-02 has planned the 
same type of operation, the only problssi delayihg action being the shortage 
of orttloal linguists to work both plain language and cryptanalytia problems. 
The change may well be effected within the neact 30 d*^s. 
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e. A sdLnor element of difference between [ 

.ing the pA. problem is that Inyolved in the sc« 



Japsa meohenice 
; process, la. 



I Here sorters are sui^led with certain Hsy woids 

end catch phrases^, so to speak, they are not linguists^ bat they do the 
first step satisfactorily because they are quite competent to sort according 
to only about six categories. The traffic, thus sorted into categories and 
links, is sent tol " ^ H H I 

I I . I ^ 

AFSA operation, there is no preliminary scanning at the intercept station 
and all the traffic is sent to AFSA, where a branch (AFSA*213) of die 
Traffic DlTlsion (aFSA- 21) under the Chief of CoUeotlon (AFSA^2G) does 
the preli winary scanning sucli as is done at the intercut site in tha case 
|the material Is then sent to AFSA-26 where final scanning is done, 
^ror the position of aFSA- 213 in the organiBationall structure^ see Appendix 

k») 

3. a. It has been suggested in aertaln quarters (1) that ] ~| 

system of centralised ?/l processing is more efficient and better than our 
own decentrallzp d system, (2) that therefore we would do well to fcdlov the 
[ (3) that if so centralized the whole P/l processing opera- 
tion could and should be lifted out of AFSA and made a responsibility of 
eome other intelligence organization idiich might be mere efficient in CQMINT 
production from this source, and (U) thai if not li£|t^ out from AFGA work- 
ing quarteors the other intelligence organization should be permitted to 
conduct the integrated P/L processing by its own personnel in AFSA working 
quarters. 

b. As to the first nf tho foregoing suggestions, 1 think it valid 

to say that if the| [is more efficient (and I daresay it is) 

this is not because of but despite the centralization. Careful analysis of 
the technical picture leads mo to the ecnvlct ion that t he primary factor 
which makes it more efficient is the fact that l | not only penal tted 

to engage in a sc-eall ^ sintelligeiKie function” but is encouraged and \ 

supporte d In drtfi na so. I 

I Instead of having to do what AFSA does^ viz.|> 
process and translate millions of messages merely to turn them over to a 
duly authorized **intelllgence«^producing agency* which deems its prerogative 
to be to put the *blts and pieces* together to make an "intelligence story>* 
Ip ersonnel are permitted to select, discard, summarize, extract, etc., 
from the original bits and pieces, this resulting in a much more efficient 
operation, since a "reporting*' system eliialnates the neressity of fblly 
processing and translating large nuinbers of messages which may not be useful.” 

8. An exception which is logLcal under a "reporting!* ^yste-m Is in the case 
of decrypts of diplomatic messages. Here our State Dopartmexxt desires 
the verbatim texts, and rightly so. Ih fact, it would be well if those 



decrypts were turned over i n thali 
where the foreign languages,! 
difficulty for consumer-rKiaaord lir 
if this were done in the case of T 
in AFSA would be sav ed by alltt inan 
practice la followed! I- . -' 



suages in those cases 
Jtlibuld present little 
irtoent. Incidentally, 
!a great deal of labor 
for translation. .Jhlg . 
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In addition the «nd-produot la probably of batter quality^ alnoe osnall bits 
of Information that titm up In processing era likely to be imknoun to 
purely ’•intelligence’* producing personnel who are mraly recipients of 
translations. It is familiarity with all the hits aM pieces that makes 
for better quality of the end product. 

c* A« to the second suggestion^ X feel sure that regardless of 
which type of P/L processing la preferable (centralised or decentralised) 
the contact between the parsoimel processing p/L and those processing 
encrypted messages {inGluding the T/a and T/l phases) must be exceptionally 
cloee. It is true that it Is close] | but in AFSA^ in tho case of 

three large geograjiiioal branches (a 7BE^^Z357^ C# D) which handle Category 2 
traffic, it Is not a case of close contacti tto same people work on both 
encrypted and p/L traffic* It la logical that the processing actlYltle* 
be arranged so that this will be possible, for it Is very of ten the case 
that whether a message will be sent in encrypted or in plain-'Xanguage form 
is a decision of the originator and thus subject to his whim of tho moment 
perhaps. Hence, It is occasionally found that both types of messages are 
sent on tho same subject and therefore the plain-language one form excellent 
“cribs” into the encrypted ones| on the other hand, the decrypted messages 
often make the plain-language ones more intelligible. In this cormeotlon* 
in Appendices > and 6 will bo found addlttcnal technioal reasons and 
examples idiy tho same unit Should handle Hx>th types of messag es and why 
tho AFSA system In this regard is, in my opinion, better thanH 
system,* In short, centralisation offers advantages, but so does ceoentral- 
ioatlon, an<A the teohnloal advantages of each in the specific case under 
discus eion must bo the guide as to how much of each type of working should 
be employed in any organjaation. I am told, in this connecticar by a recent 
AFSA visitor to 



hove, as described above under paragraph 2aCl 

d. As to the third suggestion, I think I have said enough in the 
foregoing ccumients to indicate my conviction that while of course almost 
anything is possible and that the p/l processing cc^d be put in one 
package and lifted out of AFSA, to do So would be a "bad mistake. It would 
reduce efficiency in the processing of both p/l and encrypted cammunicatiens « 




Ontil recently internal | (Category 1) P/l traffic was pro- 

cessed by a section of a branch of the Special Processing Division 
(AFSA-SU^)} it is now processed by a separate diviaion (AFSA-26) under 
the Chief of Exploitation (aFSA-02E)j but even the close ccartaot 
between the personnel working; on intaynAi | 

and those working on internal ] [ p/L traffic cannot oe ee am- 

dent as would bo the case if the processing of both types of traffic 
were under the 4ams division. 



7 







«• FinaUjr# as to tho fourth suggostionf It is hardly necessary 
to point out the edwlatstratlYe and other probXens of having personnel eho 
do not belong to you eork in your quarters but not unler your adnlnistra- 
tlva or operationkl control* lhara are enough cases of this sort of thing 
already » idiere the necessity for them is much more evident than in the 
ease under consideration* 



WILLIAM F. FRIEDMAN 
Consultant 
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